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ABSTRACT 

Proportional to the growth in the usage of Human 

Sensor Networks (HSN), the volume of the data 

exchange between Sensor devices is increasing at a 

rapid pace. In HSNs, the sensors are either 

implanted or placed on the human body which are 

responsible for sensing the health data such as BP, 

Sugar level, Heart rate, etc. All this collected 

information is processed by the base station and is 

sent to the HSN servers via internet. Medical 

assistants who will have access to servers will 

analyze the health data of the patient and suggest 

appropriate medication. This will allow the  

 

 

doctors to have continuous monitoring on 

patient’s health condition. Since the data is related 

to patient’s health, it should be secured and 

confidential. In this paper, we have proposed an 

Energy Efficient Lightweight Encryption 

(EELWE) algorithm for providing the 

confidentiality of data at sensor level, particularly 

suitable for resource-constrained environments. 

Results obtained have proved that an EELWE 

consumes less energy relative to present 

lightweight ciphers and it supports multiple block 

sizes of 32-bit, 48-bit and 64-bit.  

 

Keywords: Human Sensor Network, Security, 

Lightweight Encryption, Energy Consumption. 

 

1. INTRODUCTION 

In HSNs, number of sensor nodes are involved, 

where communication between the nodes is done 

within a little distance using wireless 

links/connections. Conventional encryption 

algorithms don’t fit for these types of environments, 

because they demand more capacity resources. For 

all these connected devices, information security is 

evidently necessary [1]. As the available resources in 

sensor devices are limited and due to the huge 

demand of security in resource-constrained 

environments, the need for lightweight encryption 

algorithms became essential [2]. 

 

Asymmetric and Symmetric are two types of 

cryptographic security algorithms [3]. Asymmetric 

type algorithms are the choice for non-repudiation 

and authentication. In these algorithms, encoding and 

decoding of data is done using separate keys. 

Symmetric type algorithms are mostly used for 

privacy and confidentiality. In these algorithms, same 

key is utilized for both encoding and decoding. 

Statistical functions are used in each round for 

purpose of including confusion and diffusion.  

Lightweight cryptography is block cipher-based 

encoding method [4], used in resource constrained 

devices. It provides confidentiality in high-speed and 

lightweight environments such as sensor devices.  

 

Criteria for Lightweight block ciphers include [5,6]:  

➢ Tiny block size of <= 64-bit 

➢ Tiny key size of <= 80-bit 

➢ Round function with simple logic 
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➢ Less complexity in key scheduling. 

 

Though better security is provided by many existing 

algorithms but are consuming relatively more battery 

[7]. Thus, causing the tiny sensor devices to exhaust 

fast. Hence, there is a need for a new algorithm that 

ensures better or same level of security as the existing 

algorithms, by consuming less energy.  

 

The organization of the remaining part of the paper is 

given here: Review of different lightweight 

encryption algorithms is briefed in section 2. The full 

narration of the proposed EELWE algorithm is 

available in section 3. Sections 4 discusses about 

parameters needed for calculating energy 

consumption of EELWE. Metric for Security vs 

Energy consumption is calculated in Section 5. 

Finally, the results obtained after simulation of 

EELWE using Xilinx and results of energy 

consumption are shown in section 6.  

 

2. LITERATURE REVIEW 

Regardless of the significant amount of work done in 

this field of security in HSN, only a few literatures 

came up with suitable framework for calculating the 

energy requirements of the existing algorithms. 

 

AES is a popular block cipher developed by Vincent 

Rijmen and Joan Daemen [8], which is a subcategory 

of Rijndael block cipher.  It follows an SPN structure. 

It works with three key lengths of size 128-bit, 192-

bit, 256-bit and undergoes the iterations of 10,12,14 

rounds, respectively.  

 

DESL and DESXL [9] are the two lightweight forms 

of the standard DES. They follow Feistel structure. 

DESL which is same as DES, takes a 64-bit block 

plaintext, a key of size 56-bit and undergoes the 

iterations of 16 rounds. All the rounds make use of a 

single S-box. The linear property of S-box is the 

drawback of DES, which is been reinforced in DESL 

by utilizing a single non-linear S-box eight times. 

DESXL takes a key size of 184-bit and it uses a key 

whitening technique to strengthen the security. 

 

HIGHT is a hardware-oriented lightweight 

encryption protocol [10].  The operations of HIGHT 

can be performed using a small 8-bit processor and it 

follows Feistel structure. It takes a 64-bit block data, 

a key of size 128-bit and undergoes the iterations of 

32 rounds. The round function consists of simple 

logical and arithmetic operations such as bitwise left 

rotation, XOR, addition and subtraction with mod28.  

 

IDEA is a traditional symmetric block cipher [11] 

that is developed by Xuejia Lai and James Massey in 

1991. It was proposed as a successor of DES. It takes 

a 64-bit block data, a key of size 128-bit and 

undergoes the iterations of 8 similar rounds, which is 

followed by a half output round. Thus, it undergoes a 

total of 8.5 rounds. 

 

KLEIN is a lightweight block cipher [12] that was 

proposed by Gong et al. in 2011 during RFIDSec. It 

follows SPN structure and has an innovative structure 

that uses the combination of 4-bit S-boxes and Mix 

column transformations of AES. It takes a 64-bit 

block data, a key of variable lengths 64-bit, 80-bit, 

96-bit and undergoes the iterations of 12, 16, 20 

rounds, respectively. 

 

LBLOCK is a lightweight encryption protocol [13] 

that follows the Feistel structure. It takes a 64-bit 

block data, a key of size 80-bit and undergoes the 

iterations of 32 rounds. Efficient implementation of 

LBLOCK is possible in both hardware and software. 

 

LED is a lightweight block cipher [14] that was 

designed keeping hardware compaction in mind. Its 

main advantage is that the key can be provided by a 

user rather than using a fixed key. It follows SPN 

structure. It is also similar to AES and makes use of 

S-boxes, mix columns and shift rows. It takes a 64-bit 

block data, a key of size 64-bit, 128-bit and 

undergoes the iterations of 32, 48 rounds respectively 

and also re-utilize the S-box of the block cipher 

PRESENT. 

 

mCrypton falls under the lighter version of Crypton 

block cipher [15] that is specially designed for 

devices having limited resources. It follows SPN 

structure. It takes a 64-bit block data and works with 

three key lengths of size 128-bit, 96-bit, 64-bit and 

undergoes the iterations of 32 rounds. Key 

scheduling is done in two steps: 1) Using S-box for 

generating round key, 2) Using word wise and 

bitwise rotations for updating key variable.  
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PICCOLO is a lightweight encryption method that 

follows Feistel structure [16]. It takes a 64-bit block 

data, and works with two different key lengths of size 

80-bit, 128-bit and undergoes the iterations of 25, 31 

rounds respectively. The round logic of Piccolo takes 

three XOR, one XNOR and four NOT gates which is 

equal to 12 GE and this is the earliest block cipher 

whose hardware implementation is done with not 

more than 1000 gates.  

 

PRESENT falls under the ultra-lightweight block 

cipher [17] that follows the SPN structure. It takes a 

64-bit block data and works with two different key 

lengths of size 80-bit, 128-bit and undergoes the 

iterations of 31 rounds. The round function of 

PRESENT contains 3 steps: 1) XOR logic for 

AddRoundKey, 2) 4-bit S-box is used for 16 times 

parallelly in S-box layer, 3) Bitwise permutations in 

P-Layer. 

 

TEA is Tiny Encryption Algorithm [18] developed 

by D. Wheeler and N. Needham. XTEA is an 

extension for TEA with 64-bit block size and uses 

128-bit key [19].  It follows Feistel structure and uses 

simple F-function. Since the round function is simple, 

it undergoes 64 no. of rounds to increase the security.  

 

SEA is relatively cheap encryption protocol [20] 

designed explicitly for hardware with restricted no of 

instructions. Likewise, this is an adaptable protocol 

w.r.t. Size of text, length of key & word size of the 

processor. It follows Feistel structure, a key of 

variable lengths and undergoes varying number of 

rounds. 

 

The comparison of the existing lightweight block 

ciphers is presented in Table 1. 

 

Table 1. Lightweight block ciphers comparison 

Name of 

Algorithm 

Key Size Block 

Size 

No of Rounds Structure 

AES 128,192,256 128 10,12,14 SPN 

DESXL 184 64 16 Feistel 

HIGHT 128 64 32 Feistel 

IDEA 128 64 8 Lai-Massey 

KLEIN 64, 80, 96 64 12,16,20 SPN 

LBLOCK 80 64 32 Feistel 

LED 64, 128 64 32, 48 SPN 

mCrypton 64, 96, 128 64 32 SPN 

Piccolo 80, 128 64 25, 31 Feistel 

PRESENT 80, 128 64 31 SPN 

XTEA 128 64 64 Feistel 

SEA “on-the-fly” 128 variable Feistel 

 

3. METHODOLOGY 

 

3.1 Structure Used: 

The algorithm that is proposed follows Feistel 

structure [5]. Feistel structure systems offer both 

encryption and decryption with less expense [21]. 

The main advantage of using Feistel structure is that 

the encoding and decoding process use the same form 

of structure.  

 

 

3.2 Number of Rounds: 

More rounds mean greater security [6].  For a 

protected block cipher, there ought to be no attack 

that is faster than an exhaustive key searching like 

brute force. As a thorough key search takes much 

longer for a bigger key size, a hypothetical attacker 

must manage the cost of more work to "break" the 

cipher. Therefore, one must increment the number of 

rounds for increasing security of a cipher. 
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3.3 Lightweight Algorithm Functionality: 

The organization of the lightweight encryption 

algorithm is presented in Fig.1. It contains two main 

blocks namely Key scheduling block and round 

function block with T rounds. Each round takes n-bit 

data that is generated by the previous round, performs 

the encoding using the sub-key, and generates an n-

bit ciphertext, which in turn is given as an input to 

the next round. The key schedule function will take 

the master key as input & expands it into sub-keys, 

where each sub-key is given to one round.   

 

The implementation of the lightweight block cipher 

algorithm shown in Fig.2 contains the blocks, namely 

registers, Overhead logic, and the round’s function.  

                                                 
                          Fig.1 Encoding Algorithm                                   Fig.2 Implementation of Encryption Algorithm 

  

Registers are used to save the initial data, 

intermediate data, and the final data. Overhead logic 

is used to generate the sub-keys. Round’s function is 

used to implement ri rounds. Lightweight block 

ciphers usually have more significant no. of rounds 

with simple operations & simple key schedule 

functionality [22].  

 

3.4 Proposed EELWE Algorithm 

The proposed EELWE block cipher is in three 

variants: EELWE32, EELWE48, and EELWE64 with 

blocks of sizes 32-bit, 48-bit, and 64-bit. All these 

ciphers have a fixed key of length 80-bit and go 

through 254 rounds. They perform key scheduling to 

provide keys for 254 rounds and make all the variants 

use the same nonlinear round functions. 

 

The flowchart representing the functionality of the 

EELWE algorithm is shown presented in Fig.3. 

 

Fig.3 Flowchart of EELWE 

 

The notations used in the algorithm are given in 

Table 2. 
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Table 2. Notations used to explain EELWE Algorithm. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

EELWE32 is the basic algorithm of the EELWE 

family with a plaintext of size 32-bit and produces a 

ciphertext of the size of 32-bit. The given plaintext is 

split up into two parts of 13-bit & 19-bit. Register P1 

is loaded with 13-bit data and register P2 is loaded 

with 19-bit data. The 12th bit of P1 represents the 

MSB of the plaintext, and the 0th bit of P2 represents 

the LSB of plaintext.  

 

Round Function: 

P1 data is further split up into 2 parts Pa and Pb, each 

of 6-bits and 7-bits, respectively. The round function 

is performed on Pa and Pb using the following 

nonlinear functions. 

Ta = (Pa[a1] ⊕ Pa[a2]) ⊕ kx 

Tb = (Pb[b1] & Pb[b2]) ⊕ (Pb[b3] & IR[i]) 

fx = Ta ⊕ Tb 

Ta is computed on Pa data using subkey kx and ai 

values, and Tb is computed on Pb data using IR 

(irregular) update rule and bi values. Similarly, Tc 

and Td are computed based on the below rules. 

Tc = (Pc[c1] ⊕ Pc[c2]) ⊕ ky 

Td = (Pd[d1] & Pd[d2]) ⊕ (Pd[d3] & 

Pd[d4]) 

fy = Tc ⊕ Td 

ai, bi, ci, and di represent the random bit positions of 

Pa, Pb, Pc, and Pd, respectively. Now left shift 

operation is performed on P1 and P2 by inserting fy 

and fx into LSBs of P1and P2, respectively. 

P1 = shl(P1, fy) 

P2 = shl(P2, fx) 

P1 and P2 are updated with new data in each round. 

After the completion of 254 rounds, P1 and P2 

contents denote the final ciphertext where the 12th bit 

of P1 represents the MSB of the ciphertext, and the 

0th bit of P2 represents the LSB of the ciphertext. 

 

Key Scheduling: 

An 80-bit key is expanded using the key scheduling, 

where two subkeys (kx and ky) are used in each 

round. kx = k2i and ky = k2i+1, where i denotes the ith 

round. The subkey kj (which may denote k2i or k2i+1) 

is given as: 

kj  =  kj   for j = 0 to 79 

kj = kj−80 ⊕ kj−61 ⊕ kj−50 ⊕ kj−13 

 for j = 80 to 253 

 

In EELWE32/48/64, the plaintext is divided into 13 

and 19 / 19 and 29 / 25 and 39-bit blocks. P1 of 

EELWE32/48/64 is further divided into 6 and 7 / 8 

and 11 / 10 and 17 bit blocks with a = {5,2} / {7,3} / 

{9,5} and b = {6,3,1} / {10,6,4} / {16,11,7}. 

Similarly, P2 of EELWE32/48/64 is further divided 

into 8 and 11 / 12 and 17 / 14 and 23 bit blocks with c 

= {7,3} / {11,5} / {13,7} and d = {10,7,5,1} / 

{16,12,8,3} / {22,17,11,5}. For each iteration, the 

round function is performed twice in EELWE48 and 

thrice in EELWE64. 

 

4. ENERGY CONSUMPTION OF PROPOSED 

ALGORITHM: 

Notation Description 

P1, P2 First part and Second part of Plaintext 

Pa, Pb First part and Second part of P1 

Pc, Pd First and Second part of P2 

ai, bi, ci, di Bit positions of Pa, Pb, Pc, Pd respectively 

fx Round function on 1st part of data using ai and bi values, IR and subkey kx 

fy Round function on 2nd part of data using ci and di values and subkey ky 

⊕, & Logical XOR and AND operation 

IR Irregular Update rule 

ki ith  bit of the key 

kx Subkey applied on P1 where kx = k2i  

ky Subkey applied on P2 where ky = k2i+1  
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To calculate the energy consumed by an encryption 

algorithm, the three primary parameters required are 

Time, Area, and Power [23].  

 

The following equation gives the time required for 

encrypting one block data: 

          TB = ((rT/ri) + C0) × (DR + ri × (t0 + tn × n)) 

             

(1) 

 

Area required for encrypting one block data is given 

by the following equation: 

AD = ri
(gn × n + g0) × A1+ gb × n + A0  

           (2) 

 

Power required for encrypting one block data is given 

by the following equation: 

P = ((Pd × ri + Pi) × AD) / CT        

           (3) 

 

Based on the above parameters, the energy consumed 

for encrypting one block data is given by the 

following equation: 

EB = TB × P       

            

(4) 

 

To have a fair comparison among the block ciphers, 

it is better to consider the energy per bit rather than 

energy per block. Energy per bit is calculated using 

the following equation: 

E1 = EB / n    

            

(5) 

 

Different parameter values for energy consumption 

obtained for EELWE32, EELWE48, and EELWE64 

are presented in Fig.4, Fig.5, and Fig.6, respectively. 

 

 

Fig.4 Parameter values obtained for EELWE32 

 

Fig.5 Parameter values obtained for EELWE48 
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Fig.6 Parameter values obtained for EELWE64 

 

5. SECURITY Vs. ENERGY CONSUMPTION 

Key length plays an important role in 

defining the security level of an encryption algorithm 

[24]. If a processor of P Flops encrypts a block of 

data in C clock cycles, then the number of encryption 

operations(O) that can be carried out in M years 

using N systems can be calculated as: 

          

(6) 

  

From eq.6, we can obtain the approximate key length 

that is to be maintained by an encryption algorithm 

and based on this an 80-bit key is used by an EELWE 

algorithm. According to the Moore’s Law [25], the 

year Y(γ) till which the cipher will provide adequate 

protection is calculated as: 

     

     (7) 

 

 

From eq.7, it is proved that EELWE is secured till the 

2317 with security level(γ) of 254.  

To measure the security vs energy consumption, a 

metric called MSEC is used which is calculated as:  

         (8)   

      

   

It is shown that an EELWE has exhibited better 

MSEC value than the existing algorithm. 

 

 6. RESULTS 

 

The proposed EELWE algorithm is implemented in 

Xilinx. Xilinx is an s/w tool that enables you to 

synthesize and simulate the HDL (Hardware 

Description Language) design [26]. The encryption 

and decryption results of EELWE32, EELWE48 and 

EELWE64 are presented in Fig.7, Fig.8 and Fig.9, 

respectively 
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        Fig.7 Implementation results for EELWE32                    Fig.8 Implementation results for EELWE48 

 
Fig.9 Implementation results for EELWE64 

 

The energy consumption of different existing 

lightweight encryption algorithms and the proposed 

algorithm is shown in the below Table 3. When 

compared to the existing algorithms, EELWE is 

consuming less energy.  

 

  
         Fig.10 Energy consumption for EELWE32                        Fig.11 Energy consumption for EELWE48 

        
        Fig.12 Energy consumption for EELWE64                  Fig.13 Energy consumption of various LEW algorithms 
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The graphs show that the minimum energy is 

consumed at 16 rounds in all the three versions. The 

comparison of energy consumed by various 

algorithms w.r.t to their block sizes is shown in Table 

3 and the graph representation is shown in Fig.13. 

 

Table 3. Comparison of Energy consumed by various algorithms. 

Algorithm Block 

Size(bits) 

Energy consumption for 

Encryption (µJ/byte) 

AES-128 128 4.31 

DES 64 21.8 

DESXL 64 24.15 

HIGHT 64 5.37 

IDEA 64 9.87 

KLEIN-80 64 7.0 

mCrypton-64 64 21.5 

PRESENT 64 0.292 

Piccolo-80 64 0.506 

LBLOCK 64 0.125 

LED-64 64 9.758 

TEA 64 0.182 

XTEA 64 0.258 

SEA 96 0.376 

EELWE 64 0.0406 

MSEC value of EELWE and different existing algorithms are shown in Fig.14. 

 

 
Fig.14 MSEC value of different algorithms 

 

7. CONCLUSION 

A new Lightweight encryption algorithm EELWE is 

presented in this paper. When simulated in the Xilinx 

environment, EELWE has consumed comparably less 

energy than several existing lightweight ciphers. It 

has supported three different block sizes that are 

suitable for resource constraint environments such as 

HSNs. From the observations, it is concluded that 

EELWE64 obtains the optimized energy 

consumption with an 80-bit key and for 16 rounds 

i.e., 0.00305 µJ/byte. But, to have better security, it is 

suggested to undergo 254 rounds which consumes an 

energy of 0.0406 µJ/byte. Even this value is far less 

than energy consumed by other algorithms. Also, 

EELWE has exhibited better MSEC value compared 

to existing algorithms. 
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