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Abstract: Elderly care as well as enhance the quality of life
for seniors, the users must be supplied with a lot of
personal information about their homes and personal lives.
This promising technology is being blocked by results in
security and privacy. With the intent to empower end
users, we did semi-struct interviews with 42 potential new
and novice Smart Home customers. The issues they were
concerned with focused on were connected around attacks
on Smart Home data and devices, as well as the effect on
users in general, to the importance of keeping their
functionality balanced with the expectations of the people
in their surroundings. In addition, we use measures from
an interdisciplinary point of view to deal with the four
topics The paper concludes with a few ideas for dealing
with users' concerns, along with ideas for supporting
application developers in crafting effective user-oriented
digital assistants.
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Introduction 1.

Smart Home technologies are thought to improve our
everyday life, the functionality of our homes, and help the
elderly to remain safe and independent. Thanks to SH (e.g.,

smart homes, lighting, communication, and sensors),
household  devices (e. e. g, washing machines,2.
refrigerators) and the items they use (e. light bulbs,

computers) and the things they consume are all inter-3.

connected. It is possible to view, use, and control these
integrated technologies to meet the needs of the SH user

despite increased availability of SH technologies among end4.

users, today's level of usage lags [4], [8] Possible causes
include high cost, inflexibility, non-involvement, and
impracticability for users security and privacy are yet another
obstacle to adoption to put your technology to its full potential,
you need information about your home and your private life
This, however, can be abused by unscrupulous providers or
third parties.
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Concerns for personal privacy and security ranked high on
people's technology acceptance needs among those with no
SH, and older citizens' willingness to utilise health care
solutions were prominent themes in focus groups on SH user
requirements [8] and use patterns [13].

Though relatively little research has been done on analysing
the security and privacy issues, the acceptance of virtual
currency ownership has been inhibited by people who aren't
yet comfortable with the advanced enough with SH
technologies. This group, in particular, has a tremendous
impact on decisions to implement SH technologies because of
their concerns and perceptions.

This research intends to help people make good decisions on
their own. In order to understand users' perceptions of our
security and privacy SH technologies, we were required to
conduct an extensive user investigation and answer all their
concerns. We based our conclusions on our research and the
recommendations on best practise from related disciplines,
focusing on the users' concerns, and boosting transparency
(see research procedure in Figure 1). We conclude from these
findings that:

Dealing with potential and small groups of German
semi-skilled users, we discovered four major issues that could
be grouped into (1) threat to data and devices, (2) loss of
control, (3) of functionality, and (4) risk of losing control on a
global scale.

or in areas of in which psychological pressures can be
exerted on SH residents, e.g.g.

In addition to comprehending the consumers' relative
concern for security and functionality, this comparison sheds
light on the problem.

It appears that user concern, coupled with technical
security, is important but not sufficient in order to meet user
needs. It is equally important to communicate privacy and
security features to the customers. not only design actionable
threat and danger notifications, but also ensure that customers
have confidence in the overall security of the system Users
might value transparency and automatic workflows because
they want more control over end-user processes and support
for manual processes.
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Figure 1 Research Procedure and Contribution

.Literature review

Bitcoin and its underpinning technology i.e. blockhchain have
been brought into the world after Satoshi Nakamoto published
the popular paper in 2009[6]. Bitcoin was the most successful
blockchain implementation to date. Blockchain is a peer-to-
peer distributed blockchain system with communicating nodes
to ensure safe and time-consuming documentation of
transactions. Worden, Bullough and Haywood (2003) describe
intelligent technology as one that is conscious of and capable
of reacting to its surroundings. The authors explain further that
several components are required for an intelligent technology
in order to achieve these two attributes.

Even earlier Demiris (2004) research has found that the
privacy and safety of patients must be covered in the use of
telehealth technologies. The research concluded also that it
could lead to improved quality, including home treatment of
patients, by integrating smarter technology with facilities that
can be used in the building. Reyhani and Mahdavi et al. (2007)
claimed that, by supplying their username and password, first
approved users must register on the verification system. The
device approves the validity of the users during the second
stage of the user verification. The system administrator
receives training concepts from the user names and passwords
for neural network training in the user registration level. Chan
et al. (2009) also found that the increased advancement of
technology and increased health costs saved money by
offering intelligent assistance instead of a health facility. In
order to predict arbitrary sensor events, Aipperspach et al.
(2010) suggested an approach[2]. Their approach also has to
do with sequence matching: sensor events are formed like
Natural Language processing tools and words are used to
construct a sensor data language model. In the most recent
terms, this model will determine how likely a word is.

Robles et al. (2010) shows how successful our system is. The
method consists of six strata. The approach consists of
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changing the network manager's sources, content filters,
general email policies, network controls, and timely user-
friendly solutions. Setting the source filters would reject
incoming links before the Spam Mail is sent. The content
filters review the mail content and block the unwanted emails
that are sent in. It define a smart community as an ecosystem
that consists of networked homes that use smart technology.
The intelligent culture should also be considered virtual and
restricted to a certain geographical area.

Das et al. (2012) suggest an algorithm to predict the user's next
behaviour for the Smart Home Prediction (SHIP). In light of
the latest commands from a user, the algorithm identifies and
predicts the next command for matching sequences from the
history gathered. There are no transient relationships between
user behaviour. Recker (2013) also integrates the "who" and
"where" use in well-defined issues of research in which who
can be used in smart home technology firms and where the
study was performed, namely China, can be carried out.
Suresh, Daniel, Parthasarathy and Aswathy (2014) describe
the Internet of Things as human, machine and connected
things. According to the authors a smart object is a daily item
or computer consisting of hardware components that can
perform tasks, interact and be aware of the environment by
using sensors and actuators that are required and are used in
everyday life. Centered on the Ethereum Protocol, Griggs et
al. (2014) implemented a private blockchain to allow safe and
stable use of medical sensors, as well as eliminate safety
hazards associated with remote patient monitoring. Their
blockchain-based strategy will make it easier for practitioners
to track their patients from distant sites on a safe, accessible
and up-to-dated record, while providing secure, accurate and
secure real-time monitoring.

Adrian's, A. A system for the monitoring and control of
lighting, air temperatures, alarms, and other home appliances
was designed et al
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(2014). The solution to this project is to build an affordable
Smart Home system with a view to reducing software costs
and open source software by using shelf components without
increasing complexity. However, the concept of healthcare,
services, transportation, and other broad variety of applications
has been more inclusive over the past decade. Although the
concept of "things" has changed with the evolution of
technology, the main objective is to make computer-sense
knowledge without human interference. Ye et al. (2015)
suggest the use of absolute temporal and related time
information for the recognition of activities and indicate that
temporal knowledge can considerably improve the accuracy of
activity recognition.

Atzori (2015) notes that the fundamental paradigm is
"potentially innumerable" applications. On the other hand, the
P2P Foundation has a list of applications currently consisting
of 33 applications using blockchain technology. Y. Sharma et
al. (2015) suggested an invalid method to alert people about
accidents that could happen in their home (such as people with
visible and hearing impairments). The infrastructure uses
sensor data and conducts incident detection analyses. These
events are transmitted by smartphones to the residents.
McKeever et al. (2016) suggested the use of activity time for
recognition [72] and the use of Dempster-principle Shafer's as
an algorithm for learning. The findings of the evaluation
indicate an increase of 70% of f-measure identification
compared with a Naive Bayes non-temporal classification.
Both works are supervised, while our methods are unattended.
Although Ledra Capital (2014), P2P Foundation (Soo, 2016)
and the company Blockchain Technologies have been drawing
up listings of future and existing applications, (2016) divide
and broaden the applications into the four most frequently
accepted categories, with subcategories establishing an
organised list of applications.

Both Hui, Sherratt, and Sa&nchez (2016) announced that
security problems are linked to all the technologies, so smart
home technology must be equipped with more security
measures. In particular, smart home technology allows for the
interconnection of many devices. Airehrour, Gutierrez and
Ray (2016) found that new or improved loT system safety
protocol and ID technology are required. Chen Shih-Chung et
al. (2016) notes that the systems proposed by him can be
easily adaptable for different applications such as machinery
control in the machining, automobile, mobile wireless nodes
navigation, automation, etc. Allen (2016) stresses that it is
important to notice that Bitcoin-based blockchain technology
is not sufficient to store currency details. Every type of
information requiring an intermediary from third parties for
authentication may potentially be stored in a blockchain such
that it is autonomous (ibid).

In this sense, Mougayar (2016) builds on the points that Allen
(2016) identifies and describes Blockchain more generally as
"a network for value exchange," which retains the potential for
decentralised store and transmission of information. A Home
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Indoor Positioning System (HIPS) proposed by Upadhyay et
al. (2016) to position mobile devices such as smartphones and
loT locating applications. This paper includes an indoor device
with Wi-Fi signals. A smart mobile robot creates radio maps
for the proposed device automatically. In their document
Shetel and Agarwal (2016) demonstrate that IoT allows
Internet connectivity in real-time for all types of devices and
physical objects. This system is virtualized and allows
activities to be carried out without direct physical syncing
between devices. With the support of smart devices and a high
speed network, the 10T can do multiple jobs without reducing
distances.

Lee et al. (2017), in her paper, demonstrate that the Internet of
Thing website of physical objects includes the embedded
technology that helps to create machines for contact between
machines and people. This paper gives the autonomous system
a complex data sheet on the parameters of the city climate.
Chou et al. (2017) explains the remote controlled operation of
a home automated device. This article addresses the
installation issues, finds the different solutions across various
network technologies and tries to maximise their use. The
Home Automation System (HAS) requires a thorough analysis
of the necessary HAS in a heterogeneous, eternal and
distributive setting.

In their paper, Kamal et al. (2017) describes how Raspberry Pi
was used as a network entrance. For sending and receiving the
data, this paper uses the protocol MQTT (Message Queuing
Telemetry Transport). The web page implementing the Access
Control List (ACL) for the protection of data transactions is
used to control all of the sensors used in this article. This
article is linked with the Raspberry Pi and uses many sensors,
both wired and wireless. Sahadevan et al. (2017) identify how
the Internet of Things has a significant effect on customers and
the electronics sector of businesses, which quickly operate in
home automation, smart cities, automation industries, etc.
Many power efficient and cost-effective sensors are available
to developers on the market in order to create these
applications. In the 2017 journal Financial Advances, Zhu and
Zhou (2017) formulate blockchain characteristics for the study
of blockchain applications on the Chinese stock crowdfunding
market. In a survey conducted by Toschi, Campos and
Cugnasca (2017) the home automation networks were
compared and the typical market is heterogeneous. Users of
intelligent home technology will buy goods from various
suppliers, so that products cannot interact with each other. A
study by Batista, Melicio and Mendes (2017) suggested
combining intelligent home and smart life with a paradigm of
the Industry 4.0 Interconnected stuff which led to advantages
such as connecting different technology solutions in the same
architecture, enhanced security advantages, increased
availability and faster recovery processes in case of failure.
Kshetri (2017) said China's 10T production is one of the most
advanced in developing countries. In particular, several factors
that have caused
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the development to grow so rapidly in China. Argreaves and
Hauxwell-Baldwin  (2017) spoke about maintaining
anonymity, confidentiality and safe storage for their customers
through the applications offered by smart home technology
companies. Recker (2017) also notes that research can be
verified by current theory if there is an interest in testing
phénomens. In this case, minimal theory has been established
already in nature, and this study focuses in addition on
understanding potential aspects due to the rapid growth of
intelligent home technology.

Key Issues in Cyber Security and Privacy

It was once thought of as a useful tool for academics only, but
has become essential for human survival, like electricity,
water, food, and fuel. Everywhere there is money, there is also
crime trying to take it from others or to keep it from them. the
interconnected nature of the Internet means that cybersecurity
is becoming increasingly important. Cybersecurity comprises
three basic concepts: confidentiality, integrity, and availability.
Security is about keeping data private. You can't achieve
confidentiality with cryptography unless you manage to
scramble the data so no one will know what you're saying
or doing.

Authorship is the verification that data is unaltered, and
that the sender claims to have originated it. Non-
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repudiation is seen as a separate, but also part of
authentication.

Access allows for suitably authorised users to have
unfettered access to data, communications infrastructure,
and computer resources, and preventing unfit users from
acquiring either one or both of these is the goal
PriceWaterhouseCo conducts an annual survey on data
security breaches every year. In 2015, 90% of large
companies had been breached, up from 81% in 2014, and
a double-digit growth rate of 14% for small businesses
Today, the Internet has become an essential component
of business operations, making information security an
essential requirement for all systems. On the other hand,
however, as cybersecurity is further developed, so is
cybercrime, as it becomes more sophisticated, more
damaging, more comprehensive, and increasingly
sophisticated. A very important element of security in
Smart Homes is the use of trusted and accessible systems
to support the use of network technologies. Security and
privacy threats will outweigh the advantages of smart
homes.

Active Database
IPC Security
User Access Control

Dependability

e —

Y

i | Extensions |

*Data mining |

— — — — —

\

Figure 2: An overview of the integrated database-centric architecture.

Protecting your smart home from unauthorised access will
allow you to run it even if you are away will allow you to use
it even if you are away. However, while the Smart Home
environment is a unique, threats do remain. Secrecy threats are
those that compel the recipient to keep a secret regardless of
whether they want to or not. It is an example of a compromise
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in home medical monitoring systems that can result in the
unintentional disclosure of sensitive information. A great deal
of seemingly insignificant data, such as the temperature of the
home, could, when combined with the operating parameters of
the air conditioner, give the alarm signal that someone is
inside. Should loss
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of confidentiality occur, is vulnerable to
unauthorised access.

If there is authentication being attempted, either data is sensed
or it is controlled. In addition, unauthenticated system alerts
may lead a house controllers to believe that there is an
emergency and allow a way out, when there is in fact, instead,
they are actually helping to create it. Automatic updates will
eventually be questioned. This will raise the question of
whether or not they are trusted software updates.

There is a danger that consumers may become disinterested in
your product or experience as a result of the access problems.
Without sufficient administrative access, the entire system is
vulnerable. It can be either unauthorised network connections
or mismanagement of passwords. Even if you are unable to
take control of the network, unauthorised connections may
steal bandwidth or disrupt legitimate access. A wireless attack
that floods the network with requests can depletes the energy
may result in a Denial of Service (DoS).

It's a lot easier to clean your backyard than your office. If a
system is network-wide accessible, it has a significant
vulnerability. Attacks can be carried out via direct network
connections or by compromising networked control systems
are not only possible but also easy because of connected Smart
Home systems. System independence is also applies. Even
when the house is securely locked, the networks can be
reached using wireless and power-line connectivity
technologies.

Next on the list, you've got under-resourced system resources.
Budgetary restraints have always placed an upper limit on the
sophistication of security algorithms that could be
implemented on device controllers, which have traditionally
been small 8-bit microcontrollers with wvery limited
computational and storage resources. System difference can be
a weakness. Customers are provided with different
technologies from vendors, as well as differing networking
standards, in conjunction with software that may or may not be
current. Since the devices are rarely documented, users often
have to rely on printed or printed methods for information
about their software, their operating systems, and security
protocols.

the system
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Another common issue is bad or non-working firmware. The
number of smart appliances that regularly patch security
vulnerabilities is not many. People probably don't pay for
security updates on devices that cost only a few dollars
because they don't see much benefit. Standards adoption may
be slower is a vulnerability. Despite having well-designed
standards, most Smart Home devices fail to implement many,
if any, measures of security. We believe the biggest threat to
the absence of skilled Smart Home security staff capable of
handling the complexities of a network. Few homeowners can
afford regular network management assistance, regardless of
their budget. Amateurs should be permitted to self-manage
their systems instead of being expected to do it poorly,
unsafely, and insecurely.

A Suitable Smart Home Architecture for Security

They've come up with different smart home architecture
designs that each have their own problems. One of the most
common design patterns is the middleware, as seen in cloud,
gateway, and gateway architectures. In the following sections,
the relevant security topics and implementation concerns are
examined.

Many middleware systems and security products

Software that connects the middle-level hardware to the upper-
level system. Over and above the lowest common denominator
hardware specifications, the abstract interface and standard
data exchange are used to promote simplicity. The middleware
converts to device-specific accessors when it receives a
request from a higher-layer request. when the application
receives a response from the device, the middleware processes
the necessary operations and formats and issues the commands
to the lower level of functionality. Don't worry about the
underlying details of the different hardware; the application
only needs to make calls and perform provided middleware
functions. Don't neglect the security and protection of the
middleware - it should be considered at every level, from the
hardware interaction to the more common interfaces.

' PG_Notify
\ Class y
[ Userlinterface Ul PC _[IPC )
\_Abstract Class ) | [ ResourceAdapter A | \_Abstract Class )
[ Storage | Sk ik ilass / [ Communication
|_Abstract Class ) Storage Communication | Abstract Class J
" PostagreSQL i - " SerialComm
Accelerometer VirtualDevice
| Class \ Class )
Class J | Class

Figure 3: The class diagram describes the structure of a resource adapter
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Standard separation infrastructure, between open state-of-the-
the-the-the-art message and separation of proprietary concerns.
Conspicuous  Communication (IC)  Security — Assertion
Protection and Transport Layer Security (TLS) Secure
Messaging and Media Protection (SMEP) is a middleware that
addresses smart nodes communicating with each other. A
device must join a group before it can communicate with
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others. Three security levels are available, but only two are
occupied. There is no level 0 security. Multiparty
cryptographic encryption is utilised under levels 1 and 2 for
group authentication Under the other circumstances, it
implements authentication at level 1 and uses encryption as a
whole to safeguard data security.

()

Energy provider

Healthcare provider

Other systems

—_—
Connected TV

Fig. 4 Secured smart connected home architecture.

IoT middleware is being proposed for systems that currently
have neither the memory nor the processing power in the host
to support a complex heterogeneous network. Another concern
for middleware bug threat: Middleware developers'
programming issues could pose a security threat to loT
devices. thus we rule out the use of middleware for many
Internet of Things applications

Security plays a key role in the decision of whether or not an
IT infrastructure is cost-effective.
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The interdependence of devices is an important to the Internet
of Things. Such complex functions rely on high processing
power, which few Internet of Things (loT) devices have.
Researchers have suggested cloud-based solutions to the
problem of 10T device performance. For loT devices, the
cloud has the capability to monitor, collect, store, and process
data. By analysing this data, the cloud can execute complex
cloud-based 10T commands in response to user-defined
policies. The loT
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architecture is described as the Cloud of Things in cloud-based
terminology (CoT).

[The authors] recommend using the IETF's CoAP protocol for
implementing an 10T cloud [23] There are three decoupled
stages in the architecture. These are the network, protocol, and
application logic. each stage includes an incoming event
gueue, a thread pool, which then queues new events, as well as
its own logic, as well as an event handler that processes all of
the stages. Lightweight DTLS is implemented for security and
communication for this architecture.

According to a recent study, [33], the Home Area is well
protected using cloud computing for network security. A home
management system controls devices and manages policies,
acting as the link between them and the access point. A team
of researchers implemented H.M.M.S.S. functions in the cloud
and the associated cloud service interactions are shown in the
paper. This has been accomplished by means of applying end-
to-to-end symmetric encryption to all the unique key assigned
to each smart object in transit.

Cloud-based IoT empowers loT with the ability to connect and
interact locally; however, it replaces the use of local
computation with a significant internet connectivity. On
account of the constrained 10T devices, the amount of raw data
available for them to handle is huge, which forces many of
these devices to send a large amount of information to the
cloud without pre-processing; thus, a high-speed, low-latency
Internet connections are needed in remote and rural areas, but
not always available.

Latency tends to increase when the servers are located
overseas or when there is a lot of traffic. Any device
connected to the network must have a broad attack surface and
resources for full security protocols to be supported. Reduced
connectivity may result in mission-critical systems, such as
home healthcare and physical security systems being down.
This is especially problematic since users lack control over
their cloud services and therefore have to rely on them to
implement appropriate and adequate security measures. We do
not believe that cloud-based systems can provide a secure and
available Smart Home on their own, so we don't believe they
should be part of the Connected Home strategy.

A gateway structure is the portal to another part of the
network.

loT endpoints communicate with each other on the same
network are resource-rich network processor network. Because
it can be a critical for 10T device coordination as well, it is a
primary management point for making inter- and intra-device
connections as well. It can also serve as a link between the
local Internet of Things (loT) infrastructure and the cloud
With a greater computing and storage capability, high-
intensive tasks can be performed by the gateway instead of
IoT devices. With regard to security, the gateway will
safeguard user authentication and ensure that unauthorised or
potentially dangerous data cannot be accessed. A firewall
serves two functions: first, it protects the intelligent devices
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and their privacy from Internet attacks, and second, it restricts
attack surface area.

Results & Analysis

Two themes emerged from this study. the first question was,
the desirability of privacy among people working in the home
sector, and the necessity of developing technology for those
who use it The second issue, "choosing betweens the ethical
dilemmas. You should be well aware of the fact that you will
have to keep everything you know about this company's
current employees private.

Notions of privacy are controversial, and therefore all people
consider themselves free to make their views known.
However, even though their social requirements are addressed,
their limits remain unchanged. To illustrate privacy intrusions,
here are three terms: data collection, storage, and
eavesdropping; tracking, documenting, and photographing the
personal activities of the subject; observation and
photographing people as they move from place to place;
peeping, esp of personal data; and the entry of people into
private spaces; and eavesdropping, where one also documents
the activity. "Privacy™" questions were covered in the TV and
radio interviews in Germany as well, but in addition, the
opportunities for smart home technology were considered.
Personally, privacy is a hon-disruptive exchange of data, but it
is said to be a fundamental right that must be respected.
Conclusion

This paper presents an application of edge-to-things
computing which aims to offer a response to security threats
within the Amst Homes. The presented solution focuses on
locating the management system of the home 10T devices at
the edge, so that the system may be controlled by the operator
in the same way as current set-top-boxes are used for
multimedia streaming. The network operator owns the smart
home gateway, so it is in charge of security/privacy
functionalities. The home automation network is, in our
solution, isolated (higher layers) from the Internet, so all the
communications are managed by the gateway. These
communications are based on unified API, which presents the
IoT devices functionalities independently from the device
itself. For this, the network operator is in charge of updating
constantly description of new vendors’ devices (and their
unified API ontology) in the gateway, so new devices may be
used and presented to the users through unified API. All these
operations are performed through secure communication
between the network operator’s management system and the
smart home gateway.

The advantages of this solution for the network operator are
related to the promotion of a new service (smart home) offered
to the clients. This new service will have similar business plan
as current multimedia streaming services such as VoD or
IPTV. (These services are also offered by the network operator
to the clients.)

The tests provided in this paper have confirmed that the
implementation
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made from the scratch fulfills the specification. The tests have
put special attention to security/privacy threats.
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