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Abstract 

The Internet of Things (IoT) has revolutionized 

various aspects of our daily lives, particularly in 

the healthcare sector. The integration of IoT 

with wearable devices has opened up new 

possibilities for healthcare monitoring, 

enabling the continuous tracking of patients' 

physiological parameters and promoting 

personalized medical care. This systematic 

review examines the current landscape of IoT-

enabled wearable devices for healthcare 

monitoring, their potential applications, and the 

associated challenges. We conducted a 

thorough literature search to identify the most 

relevant and recent studies on IoT-enabled 

wearable devices for healthcare monitoring. 

Several devices were discussed, including 

smartwatches, fitness trackers, wearable 

electrocardiogram (ECG) monitors, continuous 

glucose monitoring systems, and smart patches 

for vital sign monitoring. These wearables offer 

numerous advantages, such as real-time 

monitoring, improved patient adherence, early 

detection of potential health issues, and 

enhanced patient-physician communication. 

The review also explores the potential 

drawbacks and challenges of implementing 

IoT-enabled wearable devices in healthcare, 

such as data privacy concerns, device 

interoperability, and the need for standardized 

data collection and analysis methods. 

Moreover, we discuss potential solutions and 

future research directions to overcome these 

challenges and promote the widespread 

adoption of IoT-enabled wearables for 

healthcare monitoring. In conclusion, IoT-

enabled wearable devices have the potential to 

transform the healthcare sector by facilitating 

remote patient monitoring, improving treatment 

outcomes, and reducing healthcare costs. 

However, addressing the existing challenges 

and incorporating user feedback in the design 

and development process is essential for the 

successful integration of IoT-enabled 

wearables into the healthcare ecosystem. 

 

1. Introduction 

The Internet of Things (IoT) is a rapidly 

growing global network of interconnected 

devices that collect, exchange, and analyze 

data, paving the way for the development of 

innovative solutions across various industries. 

One of the most promising applications of IoT 

technology is in the healthcare sector, where it 

has the potential to revolutionize patient care 

and disease management. The integration of 

IoT with wearable devices has given rise to a 

new era of healthcare monitoring, allowing for 

continuous tracking of patients' physiological 

parameters and promoting personalized 

medical care. This systematic review aims to 

provide a comprehensive understanding of the 

current landscape of IoT-enabled wearable 

devices for healthcare monitoring, their 

potential applications, and the associated 

challenges. Wearable devices are non-invasive, 

portable, and user-friendly technologies that 

can be easily integrated into daily life to 

monitor various health parameters. The 

development of advanced sensors, low-power 

communication protocols, and data analytics 

techniques has facilitated the rapid growth of 

wearables in the healthcare sector. Some 

popular IoT-enabled wearable devices for 

healthcare monitoring include smartwatches, 

fitness trackers, wearable electrocardiogram 

(ECG) monitors, continuous glucose 
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monitoring systems, and smart patches for vital 

sign monitoring. 

The potential benefits of IoT-enabled wearable 

devices in healthcare are manifold. They can 

facilitate real-time monitoring of patients' 

health, thereby enabling early detection of 

potential health issues and improving patient 

outcomes. These devices can also promote 

patient adherence to treatment plans by 

providing personalized feedback and 

recommendations, enhancing patient-physician 

communication, and allowing for more timely 

interventions. Furthermore, the integration of 

IoT-enabled wearables in healthcare systems 

can lead to reduced hospitalization costs and 

more efficient resource allocation. Despite their 

numerous advantages, the implementation of 

IoT-enabled wearable devices in healthcare is 

not without challenges. Data privacy concerns, 

device interoperability, and the need for 

standardized data collection and analysis 

methods are significant hurdles that must be 

addressed to ensure the successful adoption of 

IoT-enabled wearables in healthcare settings. 

This review also discusses potential solutions 

and future research directions to overcome 

these challenges and promote the widespread 

adoption of IoT-enabled wearable devices for 

healthcare monitoring. 

This paper provides a systematic review of the 

current landscape of IoT-enabled wearable 

devices for healthcare monitoring, highlighting 

their potential applications and associated 

challenges. By addressing these challenges and 

incorporating user feedback in the design and 

development process, IoT-enabled wearables 

have the potential to transform the healthcare 

sector by facilitating remote patient monitoring, 

improving treatment outcomes, and reducing 

healthcare costs. 

 

2. Literature Review 

Xia et al. (2017) proposed an efficient and 

privacy-preserving content-based image 

retrieval (EPCBIR) scheme in cloud 

computing. This study focused on maintaining 

user privacy during the image retrieval process 

and reducing computational costs associated 

with encryption and decryption processes. The 

authors demonstrated that the proposed scheme 

significantly improved the security and 

efficiency of content-based image retrieval in 

cloud environments.  

Piraniy et al. (2016) developed an Android-

based assistive toolkit for Alzheimer's patients. 

The toolkit aimed to provide support and 

reminders for daily tasks, medication intake, 

and emergency situations. The authors 

emphasized the importance of early 

intervention and personalized care in managing 

Alzheimer's disease and improving patients' 

quality of life. 

Varatharajan et al. (2017) presented a wearable 

sensor device for the early detection of 

Alzheimer's disease using a dynamic time 

warping algorithm. The study aimed to identify 

changes in gait patterns associated with the 

onset of Alzheimer's. The authors demonstrated 

that the proposed algorithm could successfully 

differentiate between healthy individuals and 

those with Alzheimer's disease, providing a 

potential tool for early detection and 

intervention. 

Aktas et al. (2017) proposed an IoT-based 

healthcare framework for biomedical 

applications. The study highlighted the 

potential of IoT-enabled wearable devices in 

providing real-time health monitoring, 

personalized feedback, and improved patient 

outcomes. The authors also discussed the 

challenges and future research directions 

associated with the integration of IoT in 

healthcare systems. 

Lin et al. (2010) discussed dynamic power 

management in the new architecture of wireless 

sensor networks. The study addressed the issue 

of limited battery life in wearable devices and 

presented strategies for optimizing power 

consumption and extending battery life. The 

authors emphasized the importance of energy-

efficient hardware design and software 

algorithms in enhancing the overall 

performance of wearable devices. 

Shu et al. (2009) presented a context-aware 

cross-layer optimized video streaming 

approach in wireless multimedia sensor 
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networks. The study aimed to improve the 

quality of video streaming in resource-

constrained environments by considering 

factors such as network conditions, user 

preferences, and device capabilities. The 

authors demonstrated that the proposed 

approach significantly improved video 

streaming performance in wireless multimedia 

sensor networks. 

Özgür et al. (2013) introduced 

COMMODITY12, a smart e-health 

environment for diabetes management. The 

study focused on providing personalized care 

and feedback to diabetic patients through a 

combination of wearable devices, mobile 

applications, and cloud-based services. The 

authors highlighted the potential of IoT-enabled 

healthcare environments in improving patient 

outcomes and reducing healthcare costs. 

Verma et al. (2017) proposed a cloud-centric 

IoT-based student healthcare monitoring 

framework. The study aimed to provide real-

time health monitoring and personalized 

feedback to students in educational institutions. 

The authors emphasized the importance of early 

intervention and continuous monitoring in 

promoting healthy lifestyles and preventing 

chronic diseases. 

Sareen et al. (2016) presented an IoT-based 

cloud framework to control Ebola virus 

outbreak. The study highlighted the potential of 

IoT-enabled wearable devices and cloud-based 

services in monitoring and controlling the 

spread of infectious diseases. The authors also 

discussed the challenges and future research 

directions associated with the integration of IoT 

in public health management. 

Xiong et al. (2012) conducted a survey on green 

cloud computing schemes based on networks. 

The study aimed to identify energy-efficient 

strategies and techniques for optimizing 

resource utilization in cloud computing 

environments. The authors emphasized the 

importance of green computing approaches in 

reducing energy consumption and 

environmental impact. 

Prawiro et al. (2016) developed an integrated 

wearable system for monitoring heart rate and 

step during physical activity. The study 

demonstrated the potential of wearable devices 

in providing real-time feedback and promoting 

healthy lifestyles. The authors also discussed 

the challenges and future research directions 

associated with wearable devices in healthcare 

monitoring. 

Huen et al. (2016) proposed an integrated 

wearable robot for tremor suppression using 

context-aware sensing. The study focused on 

developing a wearable device that could adapt 

to the user's context and effectively suppress 

tremors in individuals with movement 

disorders. The authors demonstrated that the 

proposed wearable robot could successfully 

suppress tremors and improve the user's quality 

of life. 

Tzallas et al. (2014) presented PERFORM, a 

system for monitoring, assessment, and 

management of patients with Parkinson's 

disease. The system utilized wearable sensors 

to collect real-time data on patients' motor and 

non-motor symptoms and provided 

personalized feedback and recommendations. 

The authors highlighted the potential of IoT-

enabled wearable devices in improving the 

management of Parkinson's disease and 

enhancing patient outcomes. 

Spanò et al. (2016) developed a low-power 

wearable ECG monitoring system for multiple-

patient remote monitoring. The study aimed to 

provide continuous cardiac monitoring and 

facilitate remote patient management. The 

authors demonstrated that the proposed system 

could successfully monitor ECG signals and 

emphasized the importance of energy-efficient 

design in wearable healthcare devices. 

Ballester et al. (2015) introduced a wearable 

bracelet device for promoting arm use in stroke 

patients. The device aimed to encourage the use 

of the affected arm during daily activities, 

thereby facilitating motor recovery. The authors 

demonstrated that the wearable bracelet device 

effectively promoted arm use in stroke patients, 

improving their functional recovery and quality 

of life. 
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3. Related Work 

A. IoT-Enabled Wearable Devices for 

Healthcare Monitoring 

IoT-enabled wearable devices have emerged as 

a promising solution to improve healthcare 

monitoring, facilitating real-time tracking of 

patients' health parameters and promoting 

personalized care. These devices are designed 

to be portable, non-invasive, and user-friendly, 

enabling easy integration into users' daily lives. 

Some of the popular IoT-enabled wearable 

devices used for healthcare monitoring include 

smartwatches, fitness trackers, wearable 

electrocardiogram (ECG) monitors, continuous 

glucose monitoring systems, and smart patches 

for vital sign monitoring. 

1. Smartwatches and Fitness Trackers 

Smartwatches and fitness trackers are among 

the most widely adopted consumer wearables 

for health monitoring. They are equipped with 

various sensors to track parameters such as 

heart rate, physical activity, sleep patterns, and 

more. Through IoT connectivity, these devices 

can transmit health data to healthcare providers 

or mobile applications for further analysis and 

personalized feedback. These wearables have 

the potential to promote preventive care, detect 

early signs of health issues, and help users 

better manage chronic conditions. 

2. Wearable Electrocardiogram (ECG) 

Monitors 

Wearable ECG monitors are designed to 

provide continuous cardiac monitoring, 

allowing for the early detection of potential 

cardiac events and facilitating remote patient 

management. These devices use electrodes 

placed on the skin to record heart electrical 

activity, which is transmitted wirelessly to 

healthcare providers or a dedicated app for 

analysis. Wearable ECG monitors can be 

particularly useful for patients with 

cardiovascular diseases, as they enable real-

time monitoring and early intervention in case 

of anomalies. 

 

 
Figure 1. IOT devices connectivity with hospital facility  

3. Continuous Glucose Monitoring Systems 

Continuous glucose monitoring (CGM) 

systems are IoT-enabled wearable devices 

designed to provide real-time glucose level 

measurements for diabetic patients. These 

devices use a small sensor inserted under the 
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skin to continuously monitor glucose levels, 

transmitting the data to a display device or 

mobile app. CGM systems offer better 

glycemic control and improved disease 

management by providing patients and 

healthcare providers with comprehensive 

insights into glucose trends and patterns, 

enabling timely adjustments in treatment plans. 

4.  Smart Patches for Vital Sign 

Monitoring 

Smart patches are wearable devices designed to 

monitor multiple vital signs, such as heart rate, 

respiratory rate, body temperature, and blood 

pressure. These patches consist of flexible 

electronic components and sensors embedded 

within a thin, adhesive material, allowing them 

to conform to the user's skin comfortably. 

Smart patches can transmit vital sign data 

wirelessly to healthcare providers or mobile 

applications for real-time monitoring and 

analysis. They have the potential to improve 

patient outcomes by enabling continuous 

monitoring, early detection of health issues, and 

more timely interventions. 

IoT-enabled wearable devices for healthcare 

monitoring offer numerous advantages, such as 

real-time monitoring, improved patient 

adherence, early detection of potential health 

issues, and enhanced patient-physician 

communication. However, challenges such as 

data privacy concerns, device interoperability, 

and the need for standardized data collection 

and analysis methods must be addressed to 

ensure the successful integration of these 

wearables into the healthcare ecosystem. 

B. Applications 

IoT-enabled wearable devices for healthcare 

monitoring have seen tremendous growth in 

recent years, with a wide range of applications 

catering to various health conditions and 

personal well-being. These devices are 

designed to collect and analyze health data in 

real-time, providing users and healthcare 

professionals with valuable insights into the 

individual's physiological state. This section 

highlights the potential applications of some of 

the most common IoT-enabled wearable 

devices in healthcare monitoring. 

1. Smartwatches and Fitness Trackers 

Smartwatches and fitness trackers are versatile 

devices capable of tracking various health 

parameters, including heart rate, physical 

activity, sleep patterns, and more. Their 

potential applications in healthcare monitoring 

include: 

- Promoting physical activity and a 

healthy lifestyle through personalized 

fitness goals and feedback. 

- Monitoring sleep quality and 

identifying sleep disorders, such as 

sleep apnea or insomnia. 

- Tracking heart rate variability to detect 

potential cardiac issues and stress 

levels. 

- Facilitating remote patient monitoring 

for healthcare providers, allowing them 

to track patients' health status and 

provide timely interventions when 

necessary. 

2. Wearable Electrocardiogram (ECG) 

Monitors 

Wearable ECG monitors enable continuous 

cardiac monitoring, detecting potential cardiac 

events, and facilitating remote patient 

management. Their potential applications 

include: 

- Identifying and monitoring patients at 

risk of cardiac events, such as those 

with a history of heart disease or 

arrhythmias. 

- Providing continuous cardiac 

monitoring for athletes and fitness 

enthusiasts to ensure safe and effective 

training. 

- Assisting in the early diagnosis of atrial 

fibrillation, a common cardiac 

arrhythmia that can increase the risk of 

stroke. 

- Offering a user-friendly and non-

invasive alternative to traditional 

Holter monitors for long-term cardiac 

monitoring. 

3. Continuous Glucose Monitoring Systems 

Continuous glucose monitoring systems 

provide real-time glucose level measurements 

for diabetic patients, offering better glycemic 



 
 

83 Copyright © Authors 
ISSN (Print): 2204-0595 

ISSN (Online): 2203-1731 

IT in Industry, Vol. 7, No.3, 2019 Published Online 30-Dec-2019 

DOI: https://doi.org/10.17762/itii.v7i3.815 

control and improved disease management. 

Their potential applications include: 

- Continuously monitoring glucose 

levels in diabetic patients, enabling 

better disease management and 

minimizing the risk of complications. 

- Facilitating timely insulin 

administration based on real-time 

glucose data. 

- Providing healthcare professionals 

with valuable data to personalize 

treatment plans and optimize 

medication dosages. 

- Empowering diabetic patients to make 

informed decisions about their diet, 

exercise, and medication. 

4. Smart Patches for Vital Sign Monitoring 

Smart patches are wearable devices that can 

monitor multiple vital signs, such as heart rate, 

respiratory rate, and body temperature. Their 

potential applications in healthcare monitoring 

include: 

- Continuous monitoring of vital signs in 

hospitalized patients, allowing healthcare 

providers to identify potential health issues 

and intervene promptly. 

- Remote monitoring of patients with 

chronic conditions, such as congestive 

heart failure or chronic obstructive 

pulmonary disease, enabling timely 

interventions and reducing hospital 

readmissions. 

- Tracking vital signs in high-risk 

populations, such as elderly individuals or 

patients with multiple comorbidities, to 

detect early signs of health deterioration. 

- Monitoring the physiological responses of 

athletes during training and competition, 

helping optimize performance and prevent 

injuries. 

IoT-enabled wearable devices offer a wide 

range of applications in healthcare monitoring, 

from promoting healthy lifestyles to facilitating 

remote patient management. These devices 

have the potential to transform the way we 

approach healthcare, providing real-time 

insights into individual health parameters and 

enabling personalized care. 

C. Challenges 

1. Data Privacy and Security: 

One of the most significant challenges in the 

use of IoT-enabled wearable devices for 

healthcare monitoring is ensuring data privacy 

and security. Wearable devices continuously 

collect sensitive health data, which, if 

compromised, can have severe consequences 

for the users. The risks include unauthorized 

access, data breaches, and identity theft. To 

mitigate these risks, robust encryption 

algorithms, secure authentication protocols, 

and user-awareness programs should be 

implemented to protect the data at every stage, 

including collection, transmission, storage, and 

analysis. 

2. Device Interoperability: 

Another challenge is the interoperability of 

devices from different manufacturers. IoT-

enabled wearable devices often rely on various 

communication protocols, data formats, and 

hardware designs, making seamless integration 

difficult. The lack of standardized 

communication protocols can lead to 

inconsistent performance and hinder the 

efficient exchange of information. To overcome 

this challenge, industry-wide standards should 

be developed and adopted, promoting 

interoperability and ensuring seamless data 

exchange among different devices and systems. 

3. Standardization of Data Collection 

and Analysis 

The accurate analysis of health data collected 

by IoT-enabled wearable devices is crucial for 

effective healthcare monitoring. However, the 

lack of standardized data collection and 

analysis methods presents a challenge. Diverse 

devices and sensors may generate data in 

different formats, leading to inconsistencies in 

data analysis and interpretation. To address this 

issue, the development and adoption of 

standardized data formats and analysis 

techniques are essential to ensure consistent and 

reliable results across different devices and 

systems. 

4. Battery Life and Power Consumption 

IoT-enabled wearable devices rely on batteries 

for continuous operation, and limited battery 



 
 

84 Copyright © Authors 
ISSN (Print): 2204-0595 

ISSN (Online): 2203-1731 

IT in Industry, Vol. 7, No.3, 2019 Published Online 30-Dec-2019 

DOI: https://doi.org/10.17762/itii.v7i3.815 

life can hinder the effective monitoring of 

health parameters. As these devices become 

more advanced and incorporate additional 

sensors and features, power consumption 

increases, leading to shorter battery life. To 

overcome this challenge, improvements in 

battery technology, energy-efficient hardware 

design, and optimization of software algorithms 

are required to extend the battery life and 

enhance the overall performance of wearable 

devices. 

5. User Acceptance and Adherence 

For IoT-enabled wearable devices to be 

effective in healthcare monitoring, user 

acceptance and adherence are crucial. Some 

users may find wearable devices uncomfortable 

or intrusive, leading to poor adherence and 

compromising the accuracy of health data. To 

address this challenge, user-centric design 

approaches should be employed to create 

devices that are comfortable, aesthetically 

appealing, and easy to use. Additionally, 

educating users about the benefits of these 

devices and providing personalized feedback 

can improve adherence and promote long-term 

use. 

6. Regulatory and Ethical Considerations 

The use of IoT-enabled wearable devices for 

healthcare monitoring raises regulatory and 

ethical concerns. The approval process for 

medical devices can be time-consuming and 

expensive, potentially hindering the 

development and adoption of new technologies. 

Additionally, ethical considerations, such as 

informed consent and the potential misuse of 

health data, must be addressed. To navigate 

these challenges, close collaboration between 

device manufacturers, healthcare professionals, 

regulatory authorities, and ethicists is essential 

to establish appropriate guidelines and ensure 

the responsible use of IoT-enabled wearable 

devices in healthcare monitoring. 

 

4. Result And Discussion 

Based on the literature review, several key 

findings can be drawn from the studies on IoT-

enabled wearable devices for healthcare 

monitoring: 

1. Improved Patient Outcomes 

Several studies (Piraniy et al., 2016; 

Varatharajan et al., 2017; Aktas et al., 2017; 

Özgür et al., 2013; Tzallas et al., 2014; Ballester 

et al., 2015) demonstrated the potential of IoT-

enabled wearable devices to provide real-time 

health monitoring, personalized feedback, and 

improved patient outcomes. These devices have 

shown promising results in managing various 

health conditions, such as Alzheimer's disease, 

Parkinson's disease, diabetes, and stroke. 

2. Early Detection and Intervention 

Some studies (Varatharajan et al., 2017; 

Prawiro et al., 2016) highlighted the potential of 

IoT-enabled wearable devices in early detection 

and intervention of health conditions. Early 

detection of health issues, such as gait changes 

in Alzheimer's patients or abnormal heart rates, 

allows for timely intervention and better 

management of the conditions. 

3. Privacy and Security Enhancements 

Xia et al. (2017) addressed the challenge of data 

privacy and security in content-based image 

retrieval for healthcare applications. The 

proposed EPCBIR scheme demonstrated 

improved security and efficiency, highlighting 

the importance of developing robust encryption 

algorithms and secure authentication protocols 

for IoT-enabled healthcare systems. 

4. Energy Efficiency and Power 

Management 

Several studies (Lin et al., 2010; Spanò et al., 

2016) focused on energy efficiency and power 

management in IoT-enabled wearable devices. 

These studies emphasized the importance of 

optimizing hardware design and software 

algorithms to reduce power consumption and 

extend battery life, thereby enhancing the 

overall performance of wearable devices. 

5. Personalized Care and User-Centric 

Design 

Studies such as Özgür et al. (2013) and 

Ballester et al. (2015) highlighted the 

importance of user-centric design and 

personalized care in IoT-enabled healthcare 

systems. These studies demonstrated that 

devices tailored to individual users' needs and 

preferences can improve adherence, promote 
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long-term use, and ultimately lead to better 

patient outcomes. 

6. Disease Monitoring and Control 

Sareen et al. (2016) presented an IoT-based 

cloud framework for monitoring and 

controlling the Ebola virus outbreak. This study 

emphasized the potential of IoT-enabled 

wearable devices and cloud-based services in 

monitoring and controlling the spread of 

infectious diseases, suggesting a significant 

role for IoT in public health management. 

 

5. Conclusion 

In our work, the systematic review of IoT-

enabled healthcare monitoring has highlighted 

the growing importance and potential of 

wearable devices in improving patient 

outcomes, facilitating early detection and 

intervention, and providing personalized care. 

The studies reviewed demonstrate the 

effectiveness of IoT-enabled wearable devices 

in managing various health conditions, such as 

Alzheimer's disease, Parkinson's disease, 

diabetes, and stroke. Moreover, the literature 

emphasizes the need for addressing challenges 

related to data privacy and security, energy 

efficiency, and user acceptance in order to fully 

realize the potential of these devices in 

healthcare settings. As IoT-enabled wearable 

devices continue to evolve, their adoption in 

healthcare systems is expected to increase, 

bringing about significant changes in the way 

healthcare is delivered and managed. The future 

of healthcare monitoring is likely to rely 

heavily on the integration of IoT-enabled 

wearable devices, enabling better patient 

outcomes and more efficient healthcare 

services. By addressing the existing challenges 

and capitalizing on the potential of these 

devices, IoT-enabled healthcare monitoring can 

revolutionize the field, ultimately leading to 

improved quality of life for patients and more 

sustainable healthcare systems. 
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